NHOOPMAIIMOHHASA IMTAMSATKA
JUJIS1 OBYUYAIOLUXCSA 1JISA PASMEIEHUSA
HA O® MITIUAJIBHBIX UHTEPHET-PECYPCAX

C KOKIAbIM IoA0M MOJIOAC)KHW B HMHTCPHCTC CTAHOBHUTLCA 6OJII)HI€, a IMKOJbHUKNW OAHU HU3 CaMbIX
aKTUBHBIX ToJb30BaTesnel PyHera. Mexay TeM, NOMHMO OIPOMHOIO KOJIMYECTBA BO3MOYKHOCTEH,
WHTEpHET HeceT U MpobaemMpl. JTa MaMATKa I0JKHA TOMOYb Tebe 0e30MacHO HaXOUThCS B CETH.

KomnbloTepHbie BUpYyChI

KoMIbloTEpHBINI BUPYC - 3TO pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOIPaMM, OTIMYHUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCS CIOCOOHOCTh K pa3MHOXKEHHUI0. B fononHenne K 3Tomy, BUPYChl MOTYT
HOBPEIUTHh UJIM MOJHOCTBIO YHHUYTOXUTH BCE (Dalijibl M JaHHBIE, MMOAKOHTPOJbHBIE IOJIB30BATENI0, OT
UMEHHM KOTOpOro ObLIa 3allyllieHa 3apaXeHHas IporpamMma, a TakkKe MOBPEIUTh WM JIaKe YHUUTOXUTh
OTIEPAIIOHHYI0 CHUCTEMY CO BCeMH (aillaMi B 1eJIoM. B OOJBIIMHCTBE CIydaeB pacrpoOCTPaHSIOTCS
BHUPYCHI YEPE3 NHTEPHET.

MeTozpl 321U THl OT BPEJOHOCHBIX IPOTPAMM

1. Ucnionb3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIIME CEPbE3HbIA YPOBEHB 3aIMTHI OT
BPEOHOCHBIX MPOTPAMM;

2. llocrosHHO ycTaHaBnmMBail ma4yTh (UUQPOBBIE 3allJaTKH, KOTOPbIE AaBTOMAaTHYECKU
YCTaHABIIMBAIOTCA C LEJIbI0 JOpabOTKM MpOrpaMMbl) M JApyrue OOHOBJICHHSI CBOCH ONeparoOHHON
cuctembl. CkauuBail uX TOJBKO ¢ o¢uuHanbHOro caita paspadorunka OC. Ecnau cyuecTByer pexum
ABTOMAaTUYECKOr0 OOHOBIICHHSI, BKIIIOYH €T0;

3. PabGoraii Ha cBOeM KOMITBIOTEpE MO MpaBaMHU IOJB30BATENsA, a HE aIMHUHHCTpAaTopa. DTO HE
MO3BOJUT OONBIIMHCTBY BPEAOHOCHBIX MPOTPaMM HWHCTALUIUPOBATHCS HA TBOEM IEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnonb3yll aHTUBUPYCHBIE IPOrPAMMHBIE IPOIYKTHl W3BECTHBIX IIPOU3BOAUTENEH, C
aBTOMAaTUYECKUM OOHOBJICHHEM 0a3;

5. Orpanuyb pU3UUYECKUM TOCTYIl K KOMIIBIOTEPY V1Sl IOCTOPOHHUX JIHIL;

6. Mcrionp3yii BHENIHUE HOCUTENN WHPOpMAIMU, TaKie KakK (prelka, JUCK Uiu (aill u3 uHTepHeTa,
TOJILKO U3 MIPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbpiBaii KoMmblOTepHBIE (ailibl, TMOTYYCHHBIC U3 HEHAJSKHBIX MCTOYHHUKOB. Jlaxe Te
(ailsibl, KOTOpBIE pUCIIA TBOW 3HAKOMBIH. Jlydle yTouHu y HEero, OTIpaBJIsul JI OH TeOe UX.

Cetn WI-FI

Wi-Fi - 370 He BUJI mepenadyu JaHHBIX, HE TEXHOJIOTHS, a BCETO JUIIL OpeHna, mapka. Eme B 1991
TOJly HUJIEpJIaHcKasi KommaHus 3apeructpupoBaia openn "WECA", uro 0603Ha4aso CIIOBOCOYETaHUE
"Wireless Fidelity", koTopslif mepeBoauTcs Kak "OecripoBoHAsS TOYHOCTH "

Jlo Hamero BpeMeHH Jjonuia apyrasi ab0peBuarypa, KoTopast sIBJISIETCS TaKOil e TeXHOJIOTHEeH. DTo
ab6pesuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHAAPT BHICIICH 3B YKOBOW TEXHUKH
Hi-Fi, yto B nmepeBojie 03Ha4yaeT "BhICOKast TOUHOCTh".

Jla, OecrulaTHBI WHTEPHET-IOCTYN B Kade, OTeNsiX U ad’pornoprax SBISETCS OTIMYHOM
BO3MOKHOCTBIO BbIX0/1a B MHTepHET. Ho MHOTIHE KCIIepThl CUMTAIOT, 4To o01enoctynubie Wi-Ficeru He
SIBJISIFOTCSI O€30I1aCHBIMH.



Cogertbl 0 Ge3011acHOCTH PabOTHI B 001IEOCTYMHBIX ceTaX Wi fi:

1. He nepenaBaii cBoro nuunyro uHQopmamuio yepe3 odmenocrynusie Wi-Fi ceru. Pabotast B HuX,
JKEJIATEIFHO HE BBOJUTH MAPOJH JOCTYIIa, JOTHHBI U KaKue-TO HOMEpa,

2. HWcnonb3yili W OOHOBIISIH aHTUBUPYCHBIE IporpaMMbl M OpaHamayep. Tem caMbIM  Tbl
obe3oracuib cedst OT 3aKauKd BUpYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonp3oBanun Wi-Fi otxmoun ¢ynknuio "OOmmit moctyn kK ¢aisaM U mpuHTEpam'.
Jannas ¢(yHKIMsS 3aKpbhITa 1O YMONYAHUIO, OJHAKO HEKOTOPHIE MOJIL30BATENM AKTHUBUPYIOT €€ IS
yI00CTBa UCIOJIb30BaHUSI B paboTe min ydeoe;

4. He ucnone3yii nyonuunsii WI-FI mis nmepegaun TUYHBIX JaHHBIX, HAIpUMEP UL BBIXO/A B
COLIMAJIBHBIE CETH WJIN B JIEKTPOHHYIO ITOYTY;

5. Ucnonp3yii Tonbko 3anmineHHoe coeaunnenue uepe3 HTTPS, a ne HTTP, 1.e. nmpu nHabope BeO-
aapeca BBoau uMeHHo "https://";

6. B mobunsHoM Tenedone orwmoun ¢yHknuto "llogkmrouenne k Wi-Fi aBromarnvecku". He
JIOTMyCcKail aBTOMAaTUYECKOTO MOIKIIOUEHHUsI yCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cormacusi.

ConuajbHbIe ceTH

ConuanbHble CETH aKTUBHO BXOIAT B HAIly >XHU3Hb, MHOTHE JIIOJU pPadOTAIOT M JKUBYT TaM
oCTOSIHHO, a B Facebook yxe 3apeructpupoBan MIIIIIHAPA YENOBEK, YTO SABJISIETCS OJHOW CEIbMON BCEX
KHUTENEH IUTaHeThl. MHOTME IMOJIb30BAaTeNM HE TOHMMAIOT, YTO HHQOpMAIUs, pasMElCHHAas UMH B
COLMAJIBHBIX CETSIX, MOXET ObITh HalJIeHa ¥ UCIIOJIb30BaHA KEM YTOAHO, B TOM YHUCIIE HE 00S3aTEeNBHO C
OJlaruMyU HaMEpPEHUSIMHU.

OCHOBHEIE COBETHI 110 0€30I1aCHOCTH B COMAJIBHBIX CCTAX!

1. Orpannub cnucok napyseid. Y TeOs B Ipy3bsiX HE JOHKHO OBITH CIy4ailHBIX M HE3HAKOMBIX
JIIOIEH

2. 3anmn@i CBOIO YacTHYHO »KW3Hb. He ykaspiBail maposu, TenedoHBI, aapeca, JaTy TBOETro
POXKICHHUS W JAPYIYI0 JHYHYI0 HWHGPOpMAIUI0. 3JOYMBINUICHHUKA MOTYT HCIOJB30BaTh JIaxke
uH(OpMAIMIO O TOM, KaK Thl U TBOM POAUTENH IIAHUPYETE TPOBECTH KaHUKYIIbI;

3. 3anmimai CBOIO pemyTaluio - JEPKU €€ B YUCTOTE U 3a/1aBail cebe BOMPOC: XOTE ObI ThI, YTOOBI
JIpyTUEe TOJB30BATSIM BUICIH, YTO ThI 3arpyxkaeins? [logymaid, mpexkae 4eM YTo-TO OIyOJUKOBATH,
HaIucaTh U 3arpy3uTh;

4. Ecny ThI TOBOPH I C JIFOABMU, KOTOPBIX HE 3HACIIIb, HE HCIIOJIB3YH CBOE peallbHOE UMS U AP YTYIO
JUYHYIO UH(OPMAIIUU: UMsI, MECTO JKUTEIILCTBA, MECTO y4eObl U MpoUee;

5. N36erait paszmemenus gororpaduii B iHTEepHETe, r1ie Thl H300pakeH Ha MECTHOCTH, IO KOTOPOii
MO>KHO OIIPEAEIUTb TBOE MECTOIIOIOKEHHUCE;

6. Ilpu perucTpanuu B COIMAIBHON CETH HEOOXOIMMO UCIIOIB30BATh CIIOKHBIE MTAPOJIH, COCTOSIIME
13 OykB U U(p ¥ ¢ KOJIMYECTBOM 3HAKOB HE MEHeEe &;

7. Hns coumanbHOM CETH, MOYTHI U JPYTUX CANTOB HEOOXOAWMO HCIOJIb30BaTh Pa3HBIC MapOJIH.
Toraa ecnu Te€6s B3IOMAIOT, TO 3710 yMBIIUIEHHUKHU TOJIy4aT AOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCe

cpasy.

JJIeKTPOHHbIE IeHbIH



DNEeKTPOHHBIE AEHBIU - 3TO OYEHb YIOOHBIN CrOCO0 MiaTexei, 0THAKO CYIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTAT IMOJYYUTh 3TH JICHBIH.

3JI€I(TpOHHI)I€ ACHBI'M ITOABUJIIUCH COBCEM HCAABHO U UMCHHO M3-3a 3TOI'0 BO MHOIM X IroCyaapCTBax
J0 CUX ITOP HEC MMPOIMHUCAHO ITPO HUX B 3aKOHAX.

B Poccum ke oHM (YHKIMOHHPYIOT M O HUX YK€ IMPOIMUCAHO B 3aKOHE, TJIe MX Pa3lelsioT Ha
HECKOJIbKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemaercss TPOBOIUTH oOmepanud 0e3 UICHTU(UKAIMK TOJB30BaTes, a B HEaHOHHMMHBIX
UICHTU(DUKALIHS TTOJTK30BATEIIS SIBIISICTCS 0 0s13aTEIIbHOM.

Taxke creayeT pa3auyarh 3JIEKTPOHHBIE (MaTHbIE JEHbIU (PaBHbI TOCYAapCTBEHHBIM BAJIIOTaM) U
3JIEKTPOHHBIE He(UATHBIE IEHBIU (HE PaBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OCHOBHEIE COBETHI 110 0€30IacCHOM pa60Te C OJICKTPOHHBIMHU JICHbI'AMU :

1. [IpuBspKH K cueTy MOOMIIBHBIHN TenedoH. ITO caMblil YIOOHBIN M OBICTPBIN CITIOCOO BOCCTAHOBUTH
noctyn K cuery. [lpuBsi3anHbId TenedoH MOMOXKET, €clu 3a0yaellb CBOM IJIATEXKHBIA Mapoib WU
3ailIe1lb HAa CAT C HE3HAKOMOTO YCTPOMCTBA;

2. Vcnonp3yit ogHOpa3oBkie maponn. llociie mepexosa Ha YCUICHHYIO aBTOPHU3AIlUIO TeOE yKe He
OyzeT yrpoxarh OMacHOCTh KPa)ky UJIM MepexBaTa IIaTeKHOTOo Iapois;

3. BoeiGepu cnoxHbplli mapodib. IlpecTynHukam OymeT HE MPOCTO yrajaTh CIOXHBINH IapoJib.
Hanexusbie maponu - 3To mapoiin, KOTOpbIE CoAepkKaT He MeHee 8 3HAKOB U BKIIIOYAIOT B Ce0s CTPOUHbBIE U
MPOMHKCHBIE OYKBBI, TU(PBI U HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK JoJutapa, QyHTA, BOCKINIIATCIBHBIN
3nak u T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOM JIMYHbBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSICIb.
DJIeKTPOHHAasI 0YTA

DneKkTpoHHas IMoYTa - A3TO TEXHOJOTHS W MPENOCTABIISIEMbIE €10 YCIYIH IO IEpPechbUIKe U
MOJIy4EHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOpBIE paclpenieNstoTcss B KOMIbIOTepHOH ceTH. OObIYHO
9JIEKTPOHHBINA TOYTOBBIA SIMK BBIIIAUT CICAYIOIIMM OO0pa3oM: HMMs_IOJb30BATEIA(@WHUMS_JIOMEHA.
Taxke Kpome mepeaayn MPoCTOoro TeKCTa, UMEETCs BOZMOKHOCTh IepeiaBaTh (ailibl.

OCHOBHBIE COBETHI 110 0€30MacHON paboTe C JIIEKTPOHHOM IMOYTOM:

1. Hano BpIOpaTh mnpaBUiIbHBIA IOYTOBBIM cepBUC. B HHTepHEeTe ecTh OTrPOMHBIH BBIOOP
OecIIaTHBIX TOYTOBBIX CEPBUCOB, OJJHAKO JIy4YIlle IOBEPATh TEM, KOIO 3HAellb U KTO MEPBbII B peHTHHTE;

2. He yxaspiBaii B JMYHOM TouTe JIMYHYO HWHGopmaruio. Hampumep, mydme BwIOpaTh
"My3blKIbHBIA _(hanaTt@" wim "pok2013" Bmecto "temal3";

3. Hcnonb3yil ABYXSTamHyr aBTOPH3ALMIO. DTO KOIZa MOMHMMO MapoJisi HYXHO BBOIMTH KO,
npuchlIaeMblii o SMS;

4. BeiObepu CIOXKHBIA maposib. [l Ka)kIOTO MOYTOBOTO SIIMKA JODKEH OBITh CBOM HAICKHBIH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Eciin ecTh BO3MOYKHOCTB HallMCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOKHOCT;

6. HMcronp3ylh HECKOJBKO MOYTOBBIX AIMKOB. IlepBbIil 1 yacTHOW IMepenucKu C aJpecarami,
KOTOPBIM ThI AOBEpsieIlIb. DTO 3JEKTPOHHBIHN aJipec He HaJJ0 UCIOIb30BATh IPU PETMCTpAaLUK Ha Gopymax
U cailTax;



7. He oTkpbiBail (haiibl U ApyTUe BIOKEHUS B IUChMAaX, JIaXKe €CIIM OHU MPULIUTA OT TBOUX JAPY3eH.
Jlydiie yTOYHU Y HUX, OTIPABJISUIN JIU OHU Tebe 3Tu (paitiibl;

8. Ilociie okoHYaHWs paOOThI Ha TOYTOBOM CEPBUICE MEPe] 3aKPBITHEM BKIAIKU C CATOM HE 3a0yIb
Ha)xaTb Ha "Brritu'.

Ku6epOy/uIMHT MM BUPTYaJIbHOE U31eBATEJIbCTBO

KubepOymmuHr - mpeciiejoBaHUE COOOLICHUSMHU, COAEPKAIMMU OCKOPOJIEHHS, arpeccuio,
3alyTUBAHUE; XYM TaHCTBO; COMAILHOE OOMKOTHPOBAHUE C TOMOIIBIO PA3THYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 00pBOE ¢ KNOEPO YIUTMHIOM :

1. He 6pocaiicsa B 60ii. JIyqnmii crioco0: mocoBETOBAThCS KaK ce0sl BECTH U, €CITU HET TOT0, K KOMY
MO>KHO OOpaTUTBCS, TO BHAYaje YCHOKOUTHCA. Ecimu ThI HadyHENh OTBEYATh OCKOPOJICHUSAMH Ha
OCKOPOJICHHSI, TO TOJILKO e11ie O0JIbINe pa30XiKelh KOH (UIUKT;

2. YupaBisiii cBoel kubepperyTaruei;

3. AHOHUMHOCTh B CETH MHHMASI. CYHIGCTBYIOT CIIOCOOBI BBIAICHUTH, KTO CTOUT 3a aHOHHMHBIM
AKKaYHTOM;

4. He cTout BecT XylIHTaHCKUN oOpa3 BHUpTyanbHOW ku3HU. MHTepHET (ukcupyeT Bce TBOU
JEUCTBUSA U COXpAHSET UX. Y JAIUTh KX OYy/IET KpailHe 3aTp yIHUTEIIBHO;

5. Cobnroail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyih enuHuuHblii HeratuB. OJHOPa30Bble OCKOPOUTENBbHBIE COOOIICHMS JIydIle
UrHopupoBatb. OObIYHO arpeccus IpeKpalEeTcs Ha Ha4aJIbHOW cTaauu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHSIME, B COIIHATBHBIX CETSAX €CTh
BO3MO>XHOCTB OJIOKHPOBKHU OTIPABKHU COOOILEHHI C OIpe/ielIeHHbIX aJIpecoB;

8. Ecmm Th1 cBumerens kuOepOyiimHra. TBOM ACHCTBUSA: BBICTYIIUTH MPOTHB IPECIEAOBATEIS,
MOKa3aTh €My, YTO €ro JEWCTBHUS OLIEHWBAIOTCS HEraTUBHO, MOJJEP)KAThb JKEPTBY, KOTOPOM HYXKHA
MICUXOJIOTHYECKas TOMOIIb, COOOIMTH B3POCIBIM O (paKTe arpeCCUBHOTO IIOBE/ICHUS B CETH.

MoOunbHbIN Tesed oH

CoBpeMeHHble CMapTQOHBI U IUJIAHIIETHI COJEpKaT B ceOe BIIOJHE B3pOCHbIA (QyHKIHOHA, U
Terepb OHU MOTYT KOHKYPHUPOBaTh CO CTALlMOHAPHBIMHU KOMIIbloTepaMu. OJHAKO, CPEICTB 3allMThI IS
0I0OOHBIX YCTPOMCTB MOKA OYEHb Majlo. TeCTUpOBaHUE U MOUCK YA3BUMOCTEH B HUX IPOUCXOAUT HE TaK
MHTEHCUBHO, Kak /i [1K, To ke camoe kacaeTcsi 1 MOOUIIBHBIX PUITOKEHUH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3epbl yXKe MPaKTHYeCKH JOTHAJIM HACTOJBHBIC aHAJIOTH, OJHAKO
pacumpenue GyHKIIMOHAIA BICYET 32 COOOH OOJIBIIYIO CIIOKHOCTh M MEHBIIYIO 3aIIH IIEHHOCTb.

Jlaneko He Bce MPOU3BOJIUTENH BBITYCKAIOT OOHOBJICHHUS, 3aKPbIBAIOIIME KPUTUUECKUE YSI3BUMOCTH
JUISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETEI JUIA 0€30MacHOCTH MOOHJIBHOIO TeJ'Ie(bOHaI

Huuero He siBiiseTcs mo-HacToseMy OecruiatHbIM. by ocTopoxkeH, Beab Korna tede npeiaraior
OecrIaTHbIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUE-TO IJIATHBIE YCIIYTH;

Hymaii, npexzae yeM oTnpaButb SMS, ¢oto uiam Buaeo. Thl TOYHO 3HAENb, IJie OHU OYIyT B
KOHEYHOM HTOre?



Heo6xoaumMo 0GHOBIISATH OMEPALIMOHHYIO CHCTEMY TBOETO CMapT (OHA;
Hcrionb3yil aHTUBUPYCHBIE TPOTPAMMBI JUII MOOHJIBHBIX TeJle JOHOB;

He 3arpyxaii mpuiioeHusi OT HEM3BECTHOTO HCTOYHMKA, BEIb OHU MOTYT COJIEPKaTh BPEJOHOCHOE
IIPOrpaMMHOE 00ECIICUEHHE;

[Tocne Toro kak THl BBIACHL C CaidTa, Te BBOAWJ JUYHYIO HHGOPMALHIO, 3alId B HACTPOHKH
Opay3sepa u ynanu cookies;

[lepuoanyecku mpoBepsi, kKakue MJIaTHbIE YCIYTd aKTUBUPOBAHbBI Ha TBOEM HOMEPE;

JlaBaii cBOIl HOMEp MOOMJIBHOTO TeJeoHa TOJBKO JIIOJAM, KOTOPBIX Thl 3HACIHlb U KOMY
JIOBEpsiCIlb;

Bluetooth momken ObITh BEIKITIOUEH, KOTJa THl UM HE MOJb3yenibes. He 3a0b1Bait mHOTIa TPOBEPSTH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBl - 3TO KPAaCOUYHBIE, 3aXBaThIBAIOLIME pa3BJICUEHUS, OOBEIUHSIOLME
COTHHM ThICSIY YEJIOBEK M0 BceMy Mupy. rpoku uccieayoT JaHHbIA UM MU, OOIIAIOTCS APYT C IPYTOM,
BBIITOJIHAIOT 33JaHUs, CPAKAIOTCA C MOHCTPAMU M IIOJY4alOT OMbBIT. 3a YIOBOJIBCTBHE OHM ILIATAT:
MOKYIAIOT IUCK, OTJIAYMBAIOT a0OHEMEHT UJIM MPUOOPETAIOT KAKHEe-TO OMIIUH.

Bce 3T cpeacTtBa uayT Ha MOJJIEp)KAaHUE W Pa3BUTHE HMIPHI, a TAKKe HAa caMy O€30MacCHOCTb:
COBEPILIEHCTBYIOTCSI CHUCTEMbl aBTOPU3ALIMH, BBIYCKAIOTCS HOBbIE NaTuyu (UM(POBBIE 3aIIaTKU s
POrpamMM), 3aKphIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX HIrpax CTOUT OITaCaTbCAa HE CTOJBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXXu TBOCTO
mapoJjigd, Ha KOTOPOM OCHOBAaHa CUCTECMA aBTOPpHU3allUN OOJIBILIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HUTPOBOIO aKKayHTa:

1. Ecnu npyroil urpok Bener ceOs MIOX0 WM CO3/aeT Tebe HENpUATHOCTH, 3a0JIOKUpYH ero B
CIIMCKE UTPOKOB;

2. Tloxanyiics agMMUHUCTpPATOpaM HIPhl Ha IUIOXOE€ IIOBEJEHUE 3TOI0 HIPOKA, JKEJIATEIBHO
IPUJIOKUTH KaKHe-TO J1I0Ka3aTelIbCTBA B BU/I€ CKPUHOB;

3. He yka3bIBaii TuuHy0 HHpOpMAIUIO B Ipogaiiie Urpsl;
4. YBaxail IpyruXx y4aCTHUKOB I10 UIPE;

5. He ycranaBnuBaii Heo(puIinaabHbIC TATYH U MO/IBI,

6. Mcrionp3yii c0KHbIE U pa3HbIE apOJIH;

7. [daxe BO Bpems UIPBl HE CTOMT OTKIIOYATh aHTHBUpPYC. [loka ThI Mrpaciub, TBOH KOMIIBIOTED
MOT'YT 3apa3HUThb.

@OUIIMHT WK Kpaxka JNIHbIX JaHHbIX
OO0bIyHOM Kpax(eﬁ ACHEI U JOKYMCHTOB CCTrOAHSA YXXE HHKOIO HE YJAUBUIIL, HO C Pa3sBUTHEM

WHTEPHET-TEXHOJIIOTUH 3JIOYMBIITICHHUKA TEPEMECTHIINCh B HMHTEPHET, W MPOJOJDKAIOT 3aHUMATHCS
"II0OUMBIM " JIEJTOM.



Tax mosBUIach HOBas yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (DMIIMHT, TNIaBHAS IIeJIb KOTOPOTO
COCTOMT B IIOJYYCHUH KOH(UICHIIMAIBHBIX JAaHHBIX II0JIb30BATEICd - JIOTMHOB W mapojiei. Ha
aHTIIMcKOM si3bike phishing unTaercs kak dummHT (0T fishing - peIOHas 0B, password - Tapoib).

OCHOBHBIE COBETHI 110 OOpHOE ¢ (DUIIMTHTOM:

1. Cnenm 3a cBouM akkayHTOM. Eciu ThI mojo3peBacib, 4TO TBOs aHKeTa Obljla B3JIOMaHa, TO
He00x0IMMO 3a0JI0KUPOBATh €€ M COOOIIMTh aIMUHUCTPATOPaM pecypca 00 ’TOM KaK MOXKHO CKOpee;

2. HCHOHBSYﬁ Oe30macHbIe Be6—caI>'ITBI, B TOM YHCJIC, MHTCPHCT-MAIra3UHOB U ITOMCKOBBIX CUCTCM;

3. Ucnone3yil crnoxHble M pasHble Mmaponu. Takum oOpazoMm, eciau TeOs B3JIOMAIOT, TO
3TIOYMBIIIJICHHUKHU TTOJIy4aT JOCTYM TOJIBKO K OJTHOMY TBOEMY MPO QUITIO B CETH, a HE KO BCEM;

4. Ecnm T1e0si B3nmoOMaid, TO HEOOXOOUMO TPEIyNpEeauTh BCEX CBOUX 3HAKOMBIX, KOTOPBIC
no0aByieHbl y TeOsA B APY3bSAX, O TOM, YTO TeOsS B3JIOMaJIM M, BO3MOXXHO, OT TBOETO HMMEHH Oyjier
pacchUIaThCs ClaM U CChUIKU Ha (M IIMHTOBBIE CAMTHI;

5. YcranoBu HanexHb maposb (PIN) Ha MoOUIbHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHE TapoJis B Opaysepe;

7. He oTkpsiBaii (hailsibl U Ipyrye BIOKEHUS B MMUChMaX, Ja)Ke €CJIM OHU MPHUIIITH OT TBOUX JIPY3€H.
Jlydiie yTOYHU Y HUX, OTIPABJISUTU JIM OHU TeOe 3Tu (aiiibl.

Hud posas penyramnus

[udpoBass penyranus - 5TO HeraTMBHAs MJIM TO3UTHBHAs uHQopManus B cetu o Teoe.
Kommnpomerupytonias un gopmaiius, pa3MeieHHasi B UHTEPHETE, MOKET CEPbE3HBIM 00pa30M OTPa3UThCS
Ha TBOeW peanbHOM >km3HU. "LludpoBas penmyramus" - 3TO TBOM MMHK, KOTOPBIH (QOopMUpYETCS W3
uHdopMaiuu o Tebe B MHTEPHETE.

TBoe MmecTo KHUTCIIbCTBA, y‘{e6LI, TBOC (I)I/IHaHCOBOG ITOJIOKCHUC, 0COOEHHOCTHU XapakKrepa u
pacCkasbl O OJM3KUX - BCC 3TO HAKAILIMBACTCS B CCTU.

MHorve noIpOCTKU JETKOMBICICHHO OTHOCSITCS K ITYOJIIMKAIluK JTMUHOU nHpopMmarnu B MHTEpHETE,
HE MOHMMas BO3MOXHBIX MocieAcTBUH. Thl gaxe He CMOXKEIb J0rajarbCsi O TOM, 4To (oTrorpadus,
pa3MelleHHas 5 JIeT Ha3a[, cTaja IPUYMHON 0TKa3a MPUHSTH Te0s Ha paboTy.

KomMenTtapuu, pasMerienue TBoux Qororpaduii u aApyrue IeHCTBUS MOTYT HE HCUE3HYTh JIaxe
nocje TOro, Kak Thl UX YJIWIIb. Thl HE 3HAeIlb, KTO COXpaHWJI 3Ty MH(pOpMaIlMIO, Ionaja Jid OHa B
MIOMCKOBBIE CHCTEMBl M COXpPaHWJIACh JIM OHA, a IJIaBHOE: YTO MOAYMalOT O TeOe OKpYKaloIMe JIIOJH,
KOTOpbIE HAAYT M yBUIAT 3T0. HaliTu nHpopManuio MHOTO JIET CITYCTSI CMOXET JIF000H - KaK U3 A0OphIX
noOyXJIeHHH, TaK U ¢ HAMEPEHHEM IPUYMHUTH BpPel. DTO MOXKET OBITh KTO YrOJIHO.

OcHOBHBIE COBETHI 10 3aLUTE LUPPOBON permyTanuu:

1. Monymaii, mpexe 4eM 4To-TO MyOJUMKOBATh U IepelnaBaTh y ceOs B Onore wiM B COLMAIBHOM
CETH;

2. B mHacTpoiikax npoQuiis YCTaHOBM OTPAaHUYEHUS Ha MPOCMOTP TBOETO MNPOQHIL H €ro
COJICP)KUMOTO, CACJIail ero TOJbKO "t apy3ei";

3. He pasmemaii u He yka3piBaii WHGPOPMAINIO, KOTOpask MOXKET KOTO-JTHOO OCKOPOJISATH WU
00MXaTh.

ABTOpPCKOE IpaBo



CoBpeMeHHbIE LIKOJIBHUKU - aKTHBHBIE MOJIb30BaTENU LU(poBOro npocrpancra. OnHAKO AalEKO
HE BCE 3HAIOT, YTO MOJIb30BAaHUE MHOTMMHU BO3MOXHOCTAMHU HU(PPOBOro Mupa TpedyeT coOIoeHus MpaB
Ha UHTEJIEKTYalIbH YIO COOCTBEHHOCTb.

TepMuH "HHTENIEKTyaldbHass COOCTBEHHOCTh'" OTHOCUTCS K Pa3JIMYHBIM TBOPEHUSIM YEIOBEYECKOTO
yMa, HaYWHAast C HOBBIX H300pETeHH 1 3HAKOB, 0003HAYAIOII X COOCTBEHHOCTh Ha IPOAYKTHI M YCIYTH, U
3aKaH4YMBas KHUTaMu, GororpausMu, KUHOPUIBMAMU U MY3bIKaIbHBIMU ITPOU3BEICHUSIMH.

ABTOpCcKuE mpaBa - 3TO IpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh HAa MPOU3BEACHUS HAYKH,
JUTEpaTypbl M HCKycCTBA. ABTOPCKME IIpaBa BBICTYNIAIOT B KauyeCTBE TapaHTUM TOIO, YTO
UHTEIJICKTYaJIbHBIM/TBOPUECKAN TpyA aBTOopa He OyleT HampacHbIM, JacT €My CIpaBeIIMBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ylbTaTax CBOEro TPy/Ja, MOJYYUTh U3BECTHOCTh M INpu3HaHue. Hukro
0e3 paspelleHUs] aBTOpa HE MOYKET BOCIPOM3BOAUTH €r0 INPOM3BEACHUE, PACIPOCTPAHSAThH, MYyOINYHO
JeMOHCTPUPOBATh, MPOJABaTh, HMMIIOPTUPOBATh, IIyCKaThb B MpPOKaT, MYOJUYHO HCIIOJIHSATH,
NIOKa3bIBaTH/UCIIOJHATE B 3(upe mim pasmenaTs B HTEpHETE.

Hcnons3oBanue "MUPATCKOTO" MPOTPAMMHOTO OOECTICYCHHSI MOXKET MPUBECTH K MHOTUM PHCKAM:
OT TIOTEpU JAaHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKH TBOETO YCTPOWCTBA, TJIe YCTaHOBJICHA
HejeranpHas nporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYIOT JieTalbHbIe W OecCIIaTHbBIE
POrPaMMbI, KOTOPBIE MOXXHO HAWTH B CETH.

O nopraJe
CereBHYOK.p( - TBOH IMTaBHBIN COBETUUK B CETU. 3/1ECh Thl MOXKEIb Y3HATh O O€30I1aCHOCTH B CETH

IMOHATHBIM M JOCTYIIHBIM S3bIKOM, a IIPH BO3HHKHOBCHHNHU KpHTquCKOﬁ CUTyalluH O6paTI/ITBCH 3a
COBETOM. A TakkKe MNPUHATHb YH4aCTUC B KOHKYpPCaXx U CTaTb CaMbIM TN (I)pOBLIM I‘pa)I(I[aHI/IHOM!



